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IMAGE PICKUP APPARATUS 

BACKGROUND OF THE INVENTION 
Field of the Invention 
5 The present invention relates to an image 

pickup apparatus (such as a digital camera) for 
recording inspection data (data to inspect whether 
image data is modified or not) for image data of a 
picked-up image together with the image data onto a 

10 recording medium. 

Related Background Art 

Some currently available digital cameras employ 
recording methods including a JPEG method and a RAW 
method. The JPEG method is a recording method for 

15 adjusting image data of a picked-up image according 
to plural image adjustment values, compressing the 
adjusted image data according to a JPEG compression 
method in conformity with the ISO/IEC 10918-1 
standard, and recording JPEG image data obtained by 

20 compression together with its additional data. The 
RAW method is a recording method for compressing 
image data of a picked-up image according to a 
lossless compression method, which is an image 
compression method causing no image deterioration, 

25 and recording RAW image data obtained by compression 
together with its additional data. 

In the case where image data of a picked-up 
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image is added with inspection data necessary to 
inspect whether the image data is modified or not, a 
generation method of inspection data may preferably 
be selected according to the recording method adopted 
5 for the image data. For example, RAW image data is 
generally larger in data amount than JPEG image data, 
so that it is desirable that a generation method of 
inspection data intended for the RAW image data be 
faster in processing speed than a generation method 

10 of inspection data intended for the JPEG image data. 

However, no currently available digital cameras 
can attain select the generation method of inspection 
data according to the recording method of image data. 
If the currently available digital cameras are 

15 arranged to enable the selection of the generation 

method of inspection data according to the recording 
method of image data, it is necessary to notify an 
inspection device of the generation method of 
inspection data. In addition, it is necessary to 

20 notify the inspection device of a location of data 
for which inspection data is intended. 

Further, the currently available digital 
cameras are capable of neither notifying the 
inspection device of the generation method of 

25 inspection data, nor notifying the inspection device 
of the location of data for which inspection data is 
intended . 
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SUMMARY OF THE INVENTION 

An object of the present invention is to 
overcome the above -described drawbacks . 

Another object of the present invention is to 
5 enable selection of a generation method of inspection 
data according to a recording method of image data. 

Still another object of the present invention 
is to enable an inspection device to be notified of a 
generation method of inspection data and the like. 
10 According to a preferred embodiment of the 

present invention, an image pickup apparatus 
comprises : 

image pickup means for generating image data; 

and 

15 inspection data generating means for generating 

inspection data necessary to inspect whether the 
image data is modified or not, 

wherein a generation method of the inspection 
data is changed according to a recording method of 
20 the image data. 

According to another preferred embodiment of 
the present invention, an image pickup apparatus 
comprises: 

image pickup means for generating image data; 

25 and 

inspection data generating means for, according 
to one of a first generation method and a second 



- 4 - 



generation method, generating inspection data 
necessary to inspect whether the image data is 
modified or not, 

wherein data indicating a generation method of 
5 the inspection data is added to the image data. 

Still other objects, features and advantages of 
the present invention will become fully apparent from 
the following detailed description of the preferred 
embodiments . 

10 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a diagram showing a main structure of 
an image pickup apparatus according to Embodiment 1 
of the present invention; 
15 Fig. 2 is a flow chart showing a processing 

procedure of the image pickup apparatus according to 
Embodiment 1 of the present invention; 

Fig. 3 is a flow chart showing a processing 
procedure of the image pickup apparatus according to 
20 Embodiment 1 of the present invention; 

Fig. 4 is a flow chart showing a processing 
procedure of the image pickup apparatus according to 
Embodiment 1 of the present invention; 

Fig. 5 is a diagram showing a structure of a 
25 JPEG image file according to Embodiment 1 of the 
present invention ; 

Fig. 6 is a diagram showing a structure of a 
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RAW image file according to Embodiment 1 of the 
present invention ; 

Fig. 7 is a diagram for explaining an example 
of a first generation method according to Embodiment 
5 1 of the present invention; and 

Fig. 8 is a diagram for explaining an example 
of a second generation method according to Embodiment 
1 of the present invention. 

10 DESCRIPTION OF THE PREFERRED EMBODIMENTS 
Embodiment 1 

Hereinafter, with reference to Figs. 1 to 8, 
description will be made of Embodiment 1 that is 
suitable for the present invention. 

15 Fig. 1 is a diagram showing a main structure of 

an image pickup apparatus 10 of Embodiment 1 . The 
image pickup apparatus 10 is an apparatus (for 
example, a digital camera, a scanner, a copying 
machine, a portable information terminal with a 

20 built-in digital camera, or the like) for generating 
image data of an object using an image sensor. 

In Fig. 1, an image pickup unit 101 is a unit 
for picking up an image using the image sensor, and 
generating image data of the picked-up image. An 

25 image pickup control unit 102 is a unit for 

controlling an operation of the image pickup unit 101 
according to an instruction from a main control unit 
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110. The image pickup control unit 102 provides the 
main control unit 110 with various information 
relating to the image data generated in the image 
pickup unit 101. 
5 An image processing unit 103 is a unit for, 

according to plural image adjustment values set by a 
user, adjusting a white balance, a sharpness, a 
contrast, a color density, a hue, a color space, an 
image quality, a size, etc. of (unadjusted) image 

10 data obtained from the image pickup unit 101. The 
image processing unit 103 is also a unit for 
compressing adjusted image data according to a lossy 
(irreversible) image compression method (for example, 
a JPEG compression method in conformity with the 

15 ISO/IEC 10918-1 standard), or compressing the 
unadjusted image data according to a lossless 
compression method (an image compression method 
causing no image deterioration). 

A memory 104 is a memory for storing various 

20 data. A memory I/F unit 105 is a unit for writing an 
image file specified by the main control unit 110 
into a removable memory 106, or reading out the image 
file specified by the main control unit 110 from the 
removable memory 106. The removable memory 106 is 

25 capable of storing plural image files. 

A network I/F unit 107 is a unit for 
transmitting the image file specified by the main 
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control unit 110 to an external apparatus 108. The 
external apparatus 108 is an apparatus that has an 
application program for remotely controlling the 
image pickup apparatus 10, and an application program 
5 for adjusting the image quality of image data 

according to plural image adjustment parameters. 

A display unit 109 is a unit for displaying 
reduced image data of the image data generated in the 
image pickup unit 101, reduced image data of the 

10 image file read out from the removable memory 106, or 
the like. The display unit 109 is also a unit for 
displaying information on a selected image. 

The main control unit 110 is a unit for 
controlling various functions of the image pickup 

15 apparatus 10. A user I/F unit 111 is a unit for 

notifying the main control unit 110 of an instruction 
from a user. The user I/F unit 111 includes: a power 
supply switch for turning on or off the image pickup 
apparatus 10; a shutter button for instructing a 

20 start of an image pickup processing; a recording 
method selecting button for selecting a recording 
method for picked-up image data; and an adjustment 
panel for adjusting the plural image adjustment 
values . 

25 Figs. 2 to 4 are flow charts showing processing 

procedures of the image pickup apparatus 10 of 
Embodiment 1 . Note that the processing procedures 
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shown in Figs . 2 to 4 can be executed in both the 
cases where a drive mode of the image pickup 
apparatus 10 is a single -frame image pickup mode and 
where the drive mode is a continuous image pickup 
5 mode. Here, the single-frame image pickup mode is a 
drive mode for generating and recording single image 
data. On the other hand, the continuous image pickup 
mode is a drive mode for continuously generating and 
recording plural image data. 

10 Step S201 of Fig. 2: The main control unit 110 

judges whether a user instructs the start of the 
image pickup processing or not. If the judgment 
results show that the user instructs the start of the 
image pickup processing, the procedure advances to 

15 step S202. On the other hand, if the judgment 

results at step S201 show that the user does not 
instruct the start of the image pickup processing, 
the procedure repeats step S201. 

Step S202 of Fig. 2: The main control unit 110 

20 judges whether the recording method set by the user 

is a JPEG method (first recording method) or not. If 
the judgment results show that the recording method 
is the JPEG method, the procedure advances to step 
S204. On the other hand, if the judgment results 

25 show that the recording method is not the JPEG method, 
the procedure advances to step S203. 

Step S203 of Fig. 2: The main control unit 110 
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judges whether the recording method set by the user 
is a RAW method (second recording method) or not. If 
the judgment results show that the recording method 
is the RAW method, the procedure advances to a 
5 processing "A" (step S301). If the judgment results 
show that the recording method is not the RAW method 
but a RAW+JPEG method (third recording method), the 
procedure advances to a processing "B" (step S401). 

Step S204 of Fig. 2: The image pickup unit 101 

10 picks up an image using the image sensor, and 
generates image data of the picked-up image . 

Step S205 of Fig. 2: According to plural image 
adjustment values set by the user, the image 
processing unit 103 adjusts a white balance, a 

15 sharpness, a contrast, a color density, a hue, a 
color space, an image quality, a size, etc. of 
(unadjusted) image data generated at step S204. 

Step S206 of Fig. 2: The image processing unit 
103 compresses the adjusted image data according to 

20 the JPEG compression method in conformity with the 

ISO/IEC 10918-1 standard to generate JPEG image data. 
Note that in Embodiment 1, the adjusted image data is 
compressed according to the JPEG compression method, 
but the JPEG compression method may be replaced by 

25 another image compression method (for example, an 
image compression method based on JPEG-2000). 

Step S207 of Fig. 2: After the JPEG image data 
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is generated, according to a first generation method 
(see Fig. 7), the main control unit 110 generates 
inspection data A from the JPEG image data. Here, 
the inspection data A is data necessary to inspect 
5 whether the JPEG image data is modified or not. 
Further, according to the first generation method 
(see Fig. 7), the main control unit 110 generates 
inspection data B from additional data of the JPEG 
image data. Here, the additional data is data 

10 including various information relating to the JPEG 
image data. More specifically, the additional data 
includes device ID data indicating an identifier 
unique to the image pickup apparatus 10, image 
quality data indicating an image quality of the JPEG 

15 image data, and size data indicating a size of the 

JPEG image data. Also, the inspection data B is data 
necessary to inspect whether the additional data is 
modified or not. 

Step S208 of Fig. 2: After the inspection data 

20 A and the inspection data B are generated, the main 
control unit 110 generates a JPEG image file that 
includes the JPEG image data, the additional data, 
algorithm data A, position data A, the inspection 
data A, algorithm data B, position data B, and the 

25 inspection data B. Then, the main control unit 110 
writes the generated JPEG image file into the memory 
104. 
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Fig. 5 shows an example of a structure of the 
above-mentioned JPEG image file. Here, the algorithm 
data A is data indicating a generation method of the 
inspection data A (the first generation method in 
5 Embodiment 1). By adding the algorithm data A to the 
JPEG image data, an inspection device can be notified 
of the generation method of the inspection data A. 
Also, the position data A is data indicating a 
location of data for which the inspection data A is 
10 intended (the JPEG image data in Embodiment 1). By 
adding the position data A to the JPEG image file, 
the inspection device can be notified of the location 
of the data for which the inspection data A is 
intended . 

15 Also, the algorithm data B is data indicating a 

generation method of the inspection data B (the first 
generation method in Embodiment 1). By adding the 
algorithm data B to the JPEG image data, the 
inspection device can be notified of the generation 

20 method of the inspection data B. Also, the position 
data B is data indicating a location of data for 
which the inspection data B is intended (the 
additional data of the JPEG image data in Embodiment 
1). By adding the position data B to the JPEG image 

25 file, the inspection device can be notified of the 

location of the data for which the inspection data B 
is intended. 
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Step S209 of Fig. 2: After the JPEG image file 
is generated, the memory I/F unit 105 reads the JPEG 
image file from the memory 104, and records the read 
JPEG image file onto the removable memory 106. 
5 Step S301 of Fig. 3: The image pickup unit 101 

picks up an image using the image sensor, and 
generates image data of the picked-up image. 

Step S302 of Fig. 3: The image processing unit 
103 compresses (unadjusted) image data generated at 

10 step S301 according to the lossless compression 

method, which is an image compression method causing 
no image deterioration, to generate RAW image data. 

Step S303 of Fig. 3: After the RAW image data 
is generated, according to a second generation method 

15 (see Fig. 8) faster in processing speed than the 

first generation method, the main control unit 110 
generates inspection data C from the RAW image data. 
Here, the inspection data C is data necessary to 
inspect whether the RAW image data is modified or not. 

20 Also, the second generation method is one type of 
method of generating inspection data, in which the 
inspection data for intended data is generated by 
using a hash function faster than a hash function 
used in the first generation method. 

25 Further, according to the second generation 

method (see Fig. 8) faster in processing speed than 
the first generation method, the main control unit 
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110 generates inspection data D from additional data 
of the RAW image data. Here, the additional data is 
data including various information relating to the 
RAW image data. More specifically, the additional 
5 data includes the device ID data indicating the 

identifier unique to the image pickup apparatus 10 
and other such data. Also, the inspection data D is 
data necessary to inspect whether the additional data 
is modified or not. 

10 Step S308 of Fig. 3: After the inspection data 

C and the inspection data D are generated, the main 
control unit 110 generates a RAW image file that 
includes the RAW image data, the additional data, 
image adjustment data, algorithm data C, position 

15 data C, the inspection data C, algorithm data D, 

position data D, and the inspection data D. Then, 
the main control unit 110 writes the generated RAW 
image file into the memory 104. 

Fig. 6 shows an example of a structure of the 

20 above-mentioned RAW image file. Here, the image 
adjustment data is data indicating an image 
adjustment value at the time of generating the RAW 
image data. Also, the algorithm data C is data 
indicating a generation method of the inspection data 

25 C (the second generation method in Embodiment 1). By 
adding the algorithm data C to the RAW image file, 
the inspection device can be notified of the 
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generation method of the inspection data C. Also, 
the position data C is data indicating a location of 
data for which the inspection data C is intended (the 
RAW image data in Embodiment 1). By adding the 
5 position data C to the RAW image file, the inspection 
device can be notified of the location of the data 
for which the inspection data C is intended. 

The algorithm data D is data indicating a 
generation method of the inspection data D (the 

10 second generation method in Embodiment 1) . By adding 
the algorithm data D to the RAW image file, the 
inspection device can be notified of the generation 
method of the inspection data D. Also, the position 
data D is data indicating a location of data for 

15 which the inspection data D is intended (the 

additional data of the RAW image data in Embodiment 
1). By adding the position data D to the RAW image 
file, the inspection device can be notified of the 
location of the data for which the inspection data D 

20 is intended. 

Step S305 of Fig. 3: After the RAW image file 
is generated, the memory I/F unit 105 reads out the 
RAW image file from the memory 104, and records the 
read RAW image file onto the removable memory 106. 

25 Step S401 of Fig. 4: The image pickup unit 101 

picks up an image using the image sensor, and 
generates image data of the picked-up image. 
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Step S402 of Fig. 4: According to plural image 
adjustment values set by the user, the image 
processing unit 103 adjusts a white balance, a 
sharpness, a contrast, a color density, a hue, a 
5 color space, an image quality, a size, etc. of 
(unadjusted) image data generated at step S401. 

Step S403 of Fig. 4: The image processing unit 
103 compresses the adjusted image data according to 
the JPEG compression method to generate JPEG image 
10 data. 

Step S404 of Fig. 4: After the JPEG image data 
is generated, according to the first generation 
method (see Fig. 7), the main control unit 110 
generates the inspection data A from the JPEG image 

15 data. Here, the inspection data A is the data 

necessary to inspect whether the JPEG image data is 
modified or not. Further, according to the first 
generation method (see Fig. 7), the main control unit 
110 generates the inspection data B from the 

20 additional data of the JPEG image data. 

Here, the additional data is the data including 
various information relating to the JPEG image data. 
More specifically, the additional data includes the 
device ID data indicating the identifier unique to 

25 the image pickup apparatus 10, the image quality data 
indicating the image quality of the JPEG image data, 
and the size data indicating the size of the JPEG 
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image data. Also, the inspection data B is the data 
necessary to inspect whether the additional data is 
modified or not. 

Step S405 of Fig. 4: After the inspection data 
5 A and the inspection data B are generated, the main 
control unit 110 generates the JPEG image file that 
includes the JPEG image data, the additional data, 
the algorithm data A, the position data A, the 
inspection data A, the algorithm data B, the position 

10 data B, and the inspection data B. Then, the main 

control unit 110 writes the generated JPEG image file 
into the memory 104. Fig. 5 shows an example of the 
structure of the JPEG image file. 

Step S406 of Fig. 4: The image processing unit 

15 103 compresses the (unadjusted) image data generated 
at step S401 according to the lossless compression 
method to generate RAW image data. 

Step S407 of Fig. 4: After generetion of the 
RAW image data terminates, according to the second 

20 generation method (see Fig. 8) faster in processing 
speed than the first generation method, the main 
control unit 110 generates the inspection data C from 
the RAW image data. Here, the inspection data C is 
the data necessary to inspect whether the RAW image 

25 data is modified or not. Also, the second generation 
method is one type of method of generating inspection 
data, in which the inspection data of subject data is 
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generated by using the hash function faster than the 
hash function used in the first generation method. 
Further, according to the second generation method 
(see Fig. 8) faster in processing speed than the 
5 first generation method, the main control unit 110 
generates the inspection data D from the additional 
data of the RAW image data. 

Here, the additional data is the data including 
various information relating to the RAW image data. 
10 More specifically, the additional data includes the 

o 

device ID data indicating the identifier unique to 
the image pickup apparatus 10 and other such data. 
Also, the inspection data D is the data necessary to 
inspect whether the additional data is modified or 
15 not. 

Step S408 of Fig. 4: After the inspection data 
C and the inspection data D are generated, the main 
control unit 110 generates a RAW image file that 
includes the RAW image data, the additional data, the 

20 algorithm data C, the position data C, the inspection 
data C, the algorithm data D, the position data D, 
and the inspection data D. Then, the main control 
unit 110 writes the generated RAW image file into the 
memory 104. Fig. 6 shows an example of the structure 

25 of the RAW image file. 

Note that in order to perform an image pickup 
processing for image data of a single frame at a high 
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speed, the image pickup apparatus 10 of Embodiment 1 
is arranged to perform a procedure from step S406 to 
step S408 while performing a procedure from step S402 
to step S405 at the same time. Also, the procedure 
5 from step S402 to step S405 is the same as a 
procedure from step S205 to step S208, and the 
procedure from step S406 to step S408 is the same as 
a procedure from step S302 to step S304. 

Step S409 of Fig. 4: After the RAW image file 
10 and JPEG image file are generated, the memory I/F 

unit 105 reads out the RAW image file and JPEG image 
file from the memory 104, and records the read RAW 
image file and JPEG image file onto the removable 
memory 106. 

15 Fig. 7 is a flow chart for explaining an 

example of the first generation method according to 
Embodiment 1 . 

Step S701: The main control unit 110 calculates 
a hash value A from the JPEG image data using a hash 
20 function HI. 

Step S702: After calculation of the hash value A, 
the main control unit 110 converts the hash value A 
into the inspection data A using key data K. Here, 
the key data K is data corresponding to a shared key 
25 based on shared key cryptography or a secret key 
based on public key cryptography. 

Step S703: The main control unit 110 calculates 
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a hash value B from the additional data of the JPEG 
image data using the hash function HI, 

Step S704: After calculation of the hash value B, 
the main control unit 110 converts the hash value B 
5 into the inspection data B using the key data K. 

Fig. 8 is a flow chart for explaining an 
example of the second generation method according to 
Embodiment 1 . 

Step S801: In order to generate a hash value of 
10 the RAW image data at a high speed, the main control 
unit 110 uses a hash function H2 , which is faster 
than the hash function HI, to calculate a hash value 
C from the RAW image data. 

Step S802: After calculation of the hash value C, 
15 the main control unit 110 converts the hash value C 
into the inspection data C using the key data K. Here, 
the key data K is the data corresponding to the 
shared key based on shared key cryptography or the 
secret key based on public key cryptography. 
20 Step S803: In order to generate the hash value 

of the additional data of the RAW image data at a 
high speed, the main control unit 110 uses the hash 
function H2, which is faster than the hash function 
HI, to calculate a hash value D from the additional 
25 data of the RAW image data. 

Step S804: After calculation of the hash value D, 
the main control unit 110 converts the hash value D 
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into the inspection data D using the key data K. 

As described above, according to the image 
pickup apparatus 10 of Embodiment 1, it is possible 
to select the generation method of inspection data 
5 suitable for the recording method adopted for the 
image data of the picked-up image. 

Further, according to the image pickup 
apparatus 10 of Embodiment 1, even in the case of 
recording the image data of the picked-up image 

10 according to plural different recording methods at a 
time, it is possible to select the generation method 
of inspection data suitable for each recording method. 

Further, according to the image pickup 
apparatus 10 of Embodiment 1, in the case of 

15 recording the JPEG image data, the inspection data 

can be generated from each of the JPEG image data and 
its additional data. Accordingly, it is possible to 
separately inspect whether the JPEG image data is 
modified or not and whether the additional data is 

20 modified or not. 

Further, according to the image pickup 
apparatus 10 of Embodiment 1 , in the case of 
recording the RAW image data, the inspection data can 
be generated from each of the RAW image data and its 

25 additional data. Accordingly, it is possible to 
separately inspect whether the RAW image data is 
modified or not and whether the additional data is 
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modified or not. 

Further, according to the image pickup 
apparatus 10 of Embodiment 1 , in the case where the 
recording method is the RAW method or the RAW+JPEG 
5 method, the inspection data can be generated from the 
RAW image data and its additional data. Accordingly, 
it is possible to inspect whether the RAW image data 
and the additional data of the RAW image data are 
modified or not. 

10 Further, according to the image pickup 

apparatus 10 of Embodiment 1, in the case of 
recording the RAW image data, it is possible to avoid 
generating the inspection data from the image 
adjustment data, thereby allowing the image 

15 adjustment data to be freely changed. 

Further, according to the image pickup 
apparatus 10 of Embodiment 1, it is possible to add 
the algorithm data, which is data indicating the 
generation method of the inspection data, to the JPEG 

20 image data or the RAW image data, thereby allowing 
the inspection device to be notified of the 
generation method of the inspection data. . 

Further, according to the image pickup 
apparatus 10 of Embodiment 1, it is possible to add 

25 the position data, which is data indicating the 

location of the data for which the inspection data is 
intended, to the JPEG image data or the RAW image 
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data, thereby allowing the inspection device to be 
notified of the location of the data for which the 
inspection data is intended. 
Embodiment 2 

5 The present invention is not limited to the 

form of Embodiment 1 described above, and can be 
implemented in various forms . 

For example, one inspection data can also be 
generated from the JPEG image data and its additional 
10 data to be added to the JPEG image file. 

Further, one inspection data can also be 
generated from the RAW image data and its additional 
data to be added to the RAW image file. 

Furthermore, in the case where the recording 
15 method is the RAW+JPEG method, the inspection data C 
and the inspection data D can also be added to the 
RAW image file, while avoiding adding the inspection 
data A and the inspection data B to the JPEG image 
file. 

20 The above-described preferred embodiments are 

merely exemplary of the present invention, and are 
not be construed to limit the scope of the present 
invention. 

The scope of the present invention is defined 
25 by the scope of the appended claims, and is not 
limited to only the specific description in this 
specification. Furthermore, all modifications and 
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changes belonging to equivalents of the claims are 
considered to fall within the scope of the present 
invention • 



